MinExp-Card: Limiting Data Collection Using a Smart Card
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ABSTRACT

Online services such as social care, tax servizask loans and
many others, request individuals to fill in apptioa forms with

hundreds of private data items, in order to caltheir offer. In
practice, far too much data is requested, leadmgwver data
disclosure. As shown in our previous works, avaidithis

problem would (1) improve the privacy of the apafits and (2)
decrease costs for service providers. We demoastiate a
prototype designed and implemented in partnershign the

General Council of Yvelines District in France. Theototype
targets forms used to calibrate social care foreddpnt people.
To maintain the privacy of the decision processiusecalibrate
the social care, we propose a smartcard implenientatVe will

show that a 50% reduction of the items exposedpiplieation

forms can be achieved, explore the quality andabdély of our

smartcard implementation, and demonstrate its scope
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1. MOTIVATION

Social assistance, which includes providing finahainaterial or
human resources to dependent people, is operatédaince by
General Councils of each district. Regarding depahgbeople,
help is requested through a set of application $owith several
hundreds, if not thousands of fields (e.g., the GEApplication
form, used to request assistance for dependantigespused in
this demonstration, and has 440 fields). Around0@0. such
forms are processed each year by the Yvelines Ge@auncil,
our partner in this project. This involves 160 colrworkers
checking information and taking decisions basedaocomplex
process that can be formalized by a set of logigkds (called
Collection Rules). Application forms and correspimigddecisions
are stored during the period of assistance fortipesdecisions,
and for a fixed duration of three years for rejdceplications for
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auditing purposes or in the case of a dispute.

Although disclosing personal data is unavoidableemvh
applying to services that provide a customized tgmiuto the
specific situation of each applicant, nearly halé tEU citizens
report being asked for more information than nesxgssand 70%
of them are concerned by this issue [11]. If it evpossible to
minimize the set of personal data items filled ppléecation forms
(while maintaining the same final decision), thiouM: (1)
improve the privacy of the applicants, (2) decreataa
processing cost (which includes manual checking}tie service
provider, and (3) limit financial loss in the caslea data breach
(now considered a serious threat by organizations).

The difficulty arises from the fact that this minkation
cannot be determined statically during form corctom, e.g., by
specifying mandatory and optional fields. Indeed, practice
application forms are obtained by constructing timéon of all
data items possibly considered by the decision mgagirocess to
build an appropriate proposal. Yet for a given psaty a small
subset may effectively impact that proposal.

Example. A dependent person can benefit from financial
support for a home aid in the following cases: hg\(i) a pension
under €30.000 and an age above 80, (ii) a pensidert€10.000
regardless of age, or (i) more than two lost iib8 (e.g.,
dressing and bathing independently). This collectimle (a
Boolean DNF formula), leading to thkeome_aid benefit, is
composed of three atomic rules, each composed e@foormore
predicates, as illustrated in Figure 1.
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Figure 1. An Example Collection Rule.

For a user with values; = [pension = €25.000, age = 81,
lost_abilities= 1] the minimum data set would berjpion, age].
For a user with = [pension = €40.000, age = 60, lost_abilities =
2] it would be [lost_abilities]. Hence, the formnzeot be specified
a priori with the minimum set of attributes needsidce it
depends on looking at the values of all attribugtesilable. Also
note that in reality, decision rules are (much) encomplicated.

Underlying problem and resolution techniques. We have
proposed in [3] a new approach callbtinimum Exposureo
strictly limit the data exposed in application famThis is
achieved by producing a set of collection rulesm@alizing the
decision process, which enable a program to autoafigt
expunge useless data filled in application formg héve shown
in [4] that this problem is an extension of the Mifeighted
Satisfiability optimization problem, and therefd-Hard. Due



to the hardness of the problem, an exact resolygwen using
state of the art solvers) requires important prsiogs time.
Therefore, we have proposed heuristics for appration
algorithms that comply with scalability and timenstraints.

Demonstration scenario. We instantiate the minimum
exposure framework on a real social care applioatin
partnership with the General Council of Yvelinesstiict. This
use-case involves a novelty: the decision processt e kept
private because of (1) the discretionary naturdedfisions taken
by General Councils, and (2) in order to discouraged. Thus in
this demonstration, we introduce a smart card (LEedsecure
intermediary) on the user side to manage secure catection
based on secret rules. The smart card is a trabtetl party: it
must be trusted by the service provider not to ldss the
collection rules, and by the applicant not to disel their personal
data and to correctly remove any data and interaedi
computations once the processing is finished. A tmst smart
card, certified by a third party and (possibly) tdeged after use
by the applicant, is a suitable candidate. Thisatestration aims
to show that smart card technology can be effibjensed to
process form minimization, which will significanthgeduce three
types of cost: privacy, processing and data breasts.

In particular, we will (i) show that the gains oipied (using
several metrics) for applicants privacy and proogssost for the
General Council in the particular case of the doapplication
request, are very important (between 40% and 80%varage
depending on the considered metrics) in both tise cd hidden
and public rules; (i) demonstrate that in real uases the gain
achieved by an architecture supporting hidden r(desart card
implementation) is within 20% of the gain obtaineding a
powerful server; and (iii) show that our resoluti@ehniques are
adapted to a large scope of problem topologies, ardhighly
scalable up to forms holding thousands of fields.

In the rest of the paper, we rapidly overview mdatvorks,
present the MinExp-Card Platform, explain its feasu and
describe the proposed demonstration scenarios.

2. RELATED WORKS

Existing techniques partly address the problem iafited Data
Collection (LDC) in privacy aware computing systefigamples
include the P3P Platform for Privacy Preferenced],[policy

languages like EPAL [6] or XACML [13], and Hippotia

databases [1]. P3P highlights conflicting polickag offers no
means to minimize the data exposed by a user, aidyp
languages were not introduced with LDC in mind. pdipratic

databases [1] address LDC by maintaining for eagipgse, the
set of required attributes. Useful attributes degically derived
from purposes which may hold for simple cases ,(¢hg. address
is required to deliver a bought product) but nogémeral decision
making processes.

Existing works closer to our study are conductethim area
of automated trust negotiation where access decisioe granted
after evaluating credential requests. For eachasigghe minimum
set of credentials is disclosed. A few previousksdike [5], [9],
and [19] address this minimization step. In [5]e ttarget is to
identify the minimum set of credentials containiaggiven pre-
identified set of items (properties), while we &kl the
complementary problem of minimizing a set of itetasreach a
given set of benefits. In [9], credentials are medewith
propositions (predicates), leading to take decsigiven the

existence ofrue propositions (independently of data values). This
model assumes that all potential propositions available
beforehand, and that their existence is not seasitthich makes
no sense in our context. In [19], secure multiypadmputation
techniques (SMC) are proposed to solve a hidderpdack
problem: data items have a utility and a privaciji@athe issue is
to attain a given utility threshold while minimignthe privacy
score. This is inherently incompatible with mulibel decisions
[16] (i.e. that consider several benefits such awige human
support, material assistance, home improvemenanéial help,
etc.) Indeed, a single global utility thresholdnist expressive
enough. More generally, only binary access decisi@are
considered in trust negotiation. In addition, ouwalability
requirement is up to two orders of magnitude greidien in trust
negotiation: thousands of items may be considareapplication
forms while only 20-30 credentials participate acle round of a
negotiation process [5].

3. THE MINEXP-CARD PLATFORM

Our platform is based on the use of a smart canegslow
cost tamper resistant device. It can be used bydawige (laptop,
phone) fitted with a card reader (costing around)lMany
laptops already have this feature (e.g., used dthemtication).
Many smart card products can be appropriate fardpplication:
we only require enough stable storage to store yemmplication
forms, the collection rules, and the web applicatomde (e.g.
under 32KB for the GEVA scenario). We use under BGKAM
during execution. In this demonstration, we use the
STMicroelectronics STM32-Discovery time-accuraterdueare
emulator for 32 bit RISC microcontrollers (ARM CextM3)
with 8KB RAM and 128KB stable storage. Correspogdémart
cards are very cheap (only a few dollars).

In our architecture (pictured in Figure 2), we regua
Collection Rule Extractor module and Card Uploadinie on the
service provider side used to create of a set @frtspards, and
three modules on the user side (card) : Form HKilliRorm
Scoring; and Minimum Exposure used to generate ran fo
containing a minimum amount of information.

The Collection Rule Extractor produces Collectionld?
modeling the decision making system, to subsequeietiermine
the sets of required data items which impact tieice proposal.
In this application, rules were produced manuajlyekperts at the
General Council. In other contexts, rules could dgemerated
automatically, e.g., if the decision making syst&wolves data
mining tools, such as neural networks or suppartoremachines,
algorithms like [7] have been proposed to transftrem into sets
of collection rules.

The Card Upload module uploads collection rules emgty
application forms to the smart card. Smart cards #ren
distributed by the General Council to its local rges for use
with chip-enabled terminals available on-site. Alaively, a card
can be used at home, in a laptop fitted with a ceader.

The Form Filling module is used to fill in the ajmation
form. Each cell of the empty application form mbst filled in
with a data item (an attribute/value pair) for whiauthenticity
can be checked. Some items may be digitally sigmgddata
producers (e.g., income signed by tax servicesjlevdihers can
be declared and signed directly by the applicantur prototype,
application forms are filled either manually or @ugtically by



using a key value store of (attribute, value) paivsilable for
each applicant.
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Figure 2. MinExp-Card Platform.

The Form Scoring module binds a Cost Function store
each data item entered in the application form. diféculty
resides in finding good metrics to capture difféerespects:
privacy for the applicant, and financial or breaatsts for the
service provider. Traditional information loss netr like
minimal distortion [15] or ILoss [17] can be considd good
candidate functions. Indeed, since these metrice weeated and
used for privacy preservation, they accurately meagprivacy.
Furthermore they might also be accurate for meaguinancial
costs: it is obvious the (manual) checking cost tfee service
provider depends on the volume of the processeal tédreover,
the overhead induced by the cost of a data breaclalso
proportional to the amount of exposed data, as sHowa recent
study [15]. Thus, any information loss metric vii# a reasonable
candidate cost function since service providerste@nd users’
privacy are both tightly linked to such a metriazir@rototype can
therefore accommodate any metric that associateexppnsure
value to each item independently (e.g., numericeslentered by
the user herself, as well as the aforementionedicagt In the
GEVA application, we measure the processing coshuman
minutes with the help of General Council expertfie Tform
scoring module proposes default values for each itatn which
can be updated as desired. The demonstration eglcoimparing
results obtained using various metrics.

The role of the MinExp module is to compute the dits
that the applicant can receive if she exposed alldata (input
form), then reduce the amount of data to be expdsetbut
minimized form), while receiving the same benefithe module
is parameterized by the Service Provider Colleciartes on the
one hand, and Cost Function on the other. Eacleat@h rule
predicate is a Boolean variable corresponding te of the
applicants' attributes, such as age, income, bhtwesisure, etc.

The minimized form is finally sent to the serviceoyider,
which conducts its decision process, produces agsa to the
applicant, and archives process information.

4. DEMONSTRATION SCENARIO

The demonstration runs on two types of input dtta:real case
GEVA application data, and a large scale examplgedaon

synthetic data that we will use to conduct a cingiée with the
audience. We divide the scenario into four parjscdllection or

generation of the input data and collection ruBsexecution of
the Minimum Exposure Process and 3) graphical aisalpf

results. Figure 3 illustrates the demonstratiopste
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Figure 3. Demonstration Steps.

4.1 Input Data and Parameters

Collection Rules. We start off by using the View and
Analysis module to show the collection rules (diecisprocess),
represented as a bipartite graph, illustratingvidlees of various
parameters of a real case example. Indeed, we diaxen in [2]
that it is possible to characterize the topologyafection rules
using the following parameters: number of prede#®, number
of benefits B), number and distribution atomic rules a given
predicate participates inddg), and number and distribution of
atomic rules per benefitdgg). To investigate scalability, all
parameters® and B will vary from the real case value up to a
bound which can be fixed manually using the intfa

User Data. User data must be entered into forms issued by
the General Council. Since these forms are largagrthan 400
data items), they are automatically filled in tHemonstration The
data used are inspired by real applicants, bubtiseal for privacy
concerns. A score is associated automatically th ekata item.
These scores have been determined by experts frerGéneral
Council based on the time estimated to check amdess the
data. Data values and scores can also updatedjoeste

In order to demonstrate the scalability of the apph to
even larger forms, and diverse types of applicatieve introduce
the Synthetic Rule Generator module. This modubelpces a set
of coherent collection rules, given the valueshef parameter®,

B, drg, and dgg. In this case, we use as base values the ones

obtained in the GEVA application, and we vary omenmwre
parameters simultaneously.

To the same end, the Form Filling module is alske &b
generate synthetic user data. Given a set of ¢atecules, this



module generates a user whose data satisfiesancprbportion
of collection rules predicates. The rest remaiesiital.

4.2 Minimum Exposure Computation

Collection rules and complete form are both inmitthe MinExp
evaluation step. In the demonstration, this MinErpdule is
implemented in two different ways to compare reswlbtained
using the smart card approximation algorithms wiitle exact
solution. We use a) the smart card implementatidnthe
algorithms HME, SA*, RAND* proposed in [4], and the state-
of-the-art Binary Integer Program (BIP) soN@®UENNE[8]. In
case a) collection rules and complete form are aged to the
smartcard executing the algorithms. In case b)
(straightforwardly) transform the collection rules AMPL [12]
format and input them to the BIP solver to prodaceoptimal
result. The result of this step is a minimized fomhose privacy,
processing and breach cost are evaluated. The deraton will
show that this form achieves well over 50% gairhwigards to
these costs, compared to the complete form.

The initial complete form and the minimized forms
(produced by the smartcard and the BIP solver)rgretted into
the Benefits Checkingmodule which simulates the decision
process to show that both forms yield the sameflienattesting
that no benefit was lost during minimization praces

4.3 ResultsAnalysis

The Results Analyzer module is used to visualize dhiginal
complete form and their minimized counterparts, todlection
rules (using the bipartite graph representationinmduced in
[2]) and their statistics (number of edges of efgie, average
fan-out, etc.), the cost functions and when necgsthee scores
that have been considered at each step of the Minakgorithms.
This module is also used to analyze large quastifeforms to
compare the quality of algorithms on synthetic data

4.4 Challengetothe Audience

We have shown in [4] that the MinExp problem has no
polynomial-time approximation scheme. This is irdly a bad
result, since this means that any polynomial atboriwill have a
very bad worse case. In this third part of the destration, we
propose a challenge to the audience to see if augbrst case is
easy to find: find a collection rules topology fahich the ratio
between the solution computed by the SPT algoritimd the
exact solution computed by the solver is the gstatall the
topologies proposed will be generated by the SyitthRule
Generator. To simplify the problem, we suppose that user
triggers all the predicates, and generate her a@atardingly. As
the demonstration will have shown, this ratio islen120% for
real case graphs.

5. CONCLUSION

This demonstration illustrates a real world appiaa of the

Minimum Exposure problem, to limit over data distice in the
case of application forms used when requestingabawre in

France. This application proposes a slightly différcontext than
the initial theoretical study, since decision rulesist remain
secret, leading to the use of smart cards. The dstragion shows
that despite their low cost and low power, they barused as an
efficient implementation of the Minimum Exposurarfrework,

we

and can be promoted in the field to increase pyivaod reduce
processing and breach costs. Moreover we showctlatslity of
our implementation beyond that of expert generatdds, and
envision that the MinExp-Card platform could be dise many
other applications, even in presence of a largebaurof private
decision rules and data, such as loans or insurance
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